
UEFI, HP, and Me:
A Bootloader Love-Hate Story

How one stubborn laptop taught me more about firmware psychology 
than I ever wanted to know

Exhibit A: Partners in Bootcrime



Demystifying Bootloaders
Exhibit B (i): 

Term Meaning Reality
BIOS Basic Input/Output System: A ghost of the 

original IBM PC/XT
Bodges layered upon bodges; boots your hot new PC as 
if it was fresh out of 1983

UEFI Unified Extensible Firmware Interface: The 
modern replacement

A fresh take; smarter, flexible, but still occasionally 
cursed

CSM Compatibility Support Module: A component 
of UEFI that allows legacy booting (a.k.a 
BIOS mode)

Usually throws away UEFI’s ability to recognize a GPT 
disk set up for legacy booting, falling back to BIOS 
heuristics for determining bootability

MBR Master Boot Record: A 512-byte relic that 
supports, without hacks, a maximum of 4 
partitions

Designed when a “large drive” was 10MB; yet somehow 
still alive

GPT GUID Partition Table: Modern, robust, and 
sanity-preserving

The only sane partitioning scheme for 2025; 
theoretically supports BIOS booting



Meet the Stubborn Hardware

● HP Elitebook 8560p (circa 2011)
● Early Insyde-based EFI firmware
● EFI support primarily intended for internal 

consumption (e.g. diagnostics and updates)
● Dual-drive setup: Crucial MX200 mSATA SSD 

(Expansion bay) + original WD Black HDD, 
both 500 GB

● Mission: A modern, reliable boot into any OS

Exhibit B (ii): 



The Catalyst

● GPT disks booted in legacy mode
● Fragile BIOSBOOT shim prone to 

breakage
● GRUB forgot how to boot Haiku 

(after convincing it to reinstall)
● How hard can it possibly be to 

boot UEFI?

Exhibit C: Legacy Booting GPT



 “Sure, I can help you with that! Absolutely!”
Exhibit D: The Accomplice



The Observation

● Scary warning when enabling UEFI
● Installing OS in UEFI mostly works,

but can fail when setting bootvars
● HP ignores bootvars that are set
● CSM cannot be disabled
● “Boot From EFI File” is the only reliable 

way to EFI boot external media

Exhibit E: Breaking Bootvars



The Plan

● Boot Fedora in EFI mode using 
SystemRescueCD

● Install rEFInd and an EFI bootloader
● ¯\_( ツ )_/¯
● Profit

Exhibit F: 



 The Reality

● After much ado, Wayland boots
● But no mouse, no WiFi
● Switch to VT, realise half of PCI devices 

missing, fall back to wired Ethernet
● Download & install GRUB EFI and rEFInd

Exhibit G: Kernel Out-of-Body Experiences



Bootloader Hide-and-Seek

● Dude, where’s my bootloader?
● Dude, there’s your bootloader
● How did it get there, Dude?
● Dude, we were so messed up 

last boot

Exhibit H: 



 Firmware Forensics

● EFI Bootvars are either ignored or broken
● Install rEFInd to fallback path 

(<ssd>/EFI/BOOT/BOOTX64.EFI)
● Set bootorder “Expansion Bay (UEFI)” then 

“OS Boot Manager”
● HP tries to boot rEFInd, fails, reboots into 

Windows on the same ESP
● Manually booting rEFInd works

Exhibit J: Ignoring EFI Fallback



 HP_TOOLS Experiment (Pt. 1)

● Try to repurpose “HP_TOOLS” at end of HDD as ESP
– Install rEFInd to “/EFI/BOOT/BOOTX64.EFI”
– Firmware ignores it (not in bootorder selection) and 

continues booting Windows
● Use partitioner to “bless” HP_TOOLS as a real ESP

– Firmware still stubbornly refuses to acknowledge it
● Shrink from 5GB to 500MB?

– No change in behaviour
● Rename from “HP_TOOLS” to “ESP_HPTOOLS”?

– Completely indifferent

Exhibit K: Ignoring ESP Markers



 HP_TOOLS Experiment (Pt. 2)

● Rename “HP_TOOLS” to “ESP_HPTOOLS”
– Breaks connection to HP diagnostics
– Still refuses to enumerate HDD as an EFI boot candidate

● Copy ESP contents from SSD into “ESP_HPTOOLS”, pull SSD
– Firmware still refuses to acknowledge it as boot option
– No problem finding Windows Boot Manager, though

● Rename “ESP_HPTOOLS” back to “HP_TOOLS”
– Same result, but tools work

● Remove Windows Boot Manager from “HP_TOOLS”, masquerade rEFInd as bootmgfw.efi
– Finally, rEFInd boots by default

● Chaos theory: Reinstall SSD to expansion bay, with authentic ESP and Windows 
bootloader

Exhibit L: Vendor Favouritism



 Current Situation

● “HP_TOOLS” resides as first partition of first disk, as an ordinary 
“msftdata” partition
– Contains rEFInd at “/EFI/Microsoft/Boot/bootmgfw.efi”
– Contains HP Tools at “/Hewlett-Packard”

● “EFI_SYS” is next partition, tagged as real ESP
– Contains all OS bootloaders, including Windows

● Firmware doesn’t care about special flags or partition names; just 
boots the first “bootmgfw.efi” from the first FAT32 partition it sees

Exhibit M: 



WiFi Woes
Exhibit OMG: 



 HP Firmware – The Gift that Keeps on Giving

● Of course HP’s 2018 
firmware rejects HP’s own 
OEM-approved genuine 
replacement part, on sale 
since 2013

● Because, why wouldn’t it?
● Why would anybody want 

a 7260HMW when they 
can have a Centrino 6205 
with broken drivers?

Exhibit P: Maliciously Disabling Hardware



 But, Can it Run DOOM?
Exhibit S: UEFI Booters



 But, Can it Run DOOM?

● No. Even demons tremor at the 
horrors of HP’s mutilated Insyde 
BIOS

● HP’s priority isn’t booting your OS
● Bob wants a Bonus; so bundle in:

– An offline PIM EFI app (QuickLook)
– An instant-on OS (QuickWeb, aka 

SplashTop)
– An SMM calendar that replaces the 

Windows boot screen (DayStarter)

Exhibit T: Subverting SMM for Frivolous Features



 Thank You!

NO! I 
WILL NOT 
EFI BOOT 

LINUX!

AND YOU 
CAN’T 

MAKE ME!

Brendon Green and ChatGPT-5: Partners in Bootcrime

Exhibit U: Partners in Bootcrime


