How one stubborn laptop taught me more about firmware psychology
than I ever wanted to know




Exhibit B (i):

Demystifying Bootloaders

Term |Meaning Reality

BIOS |Basic Input/Output System: A ghost of the Bodges layered upon bodges; boots your hot new PC as
original IBM PC/XT if it was fresh out of 1983

UEFI |Unified Extensible Firmware Interface: The A fresh take; smarter, flexible, but still occasionally
modern replacement cursed

CSM |Compatibility Support Module: A component |Usually throws away UEFI's ability to recognize a GPT
of UEFI that allows legacy booting (a.k.a disk set up for legacy booting, falling back to BIOS

BIOS mode) heuristics for determining bootability

MBR |Master Boot Record: A 512-byte relic that Designed when a “large drive” was 10MB; yet somehow
supports, without hacks, a maximum of 4  |still alive
partitions

GPT |GUID Partition Table: Modern, robust, and The only sane partitioning scheme for 2025;
sanity-preserving theoretically supports BIOS booting




Exhibit B (ii):

Meet the Stubborn Hardware

HP Elitebook 8560p (circa 2011)
* Early Insyde-based EFI firmware

* EFI support primarily intended for internal
consumption (e.g. diagnostics and updates)

* Dual-drive setup: Crucial MX200 mSATA SSD
(Expansion bay) + original WD Black HDD,
both 500 GB 4

Mission: A modern, reliable boot into any OS




Exhibit C: Legacy Booting GPT

The Catalyst

GPT disks booted in legacy mode

* Fragile BIOSBOOT shim prone to
breakage

[] Installer
Tools

l &
“H‘}é\“l K l_\"‘; Performing installation.

Install from: | Haiku-1.37.Gig i —;l |

* GRUB forgot how to boot Haiku
(after convincing it to reinstall)

Onto; | PIeaseDcntFanir.—gé-.B Gif

Install progress: icu74-74.1-3-x86_64.hpkg I 270 of 578

Set Up partitions..,

* How hard can it possibly be to
boot UEFI?




Exhibit D: The Accomplice

“Sure, I can help you with that! Absolutely!”

Holding Shift usually shows the GRUB menu, except when it
doesn't; I should probably just reconfigure GRUB to show the
menu unconditionally; or (better) find a way to convince Hewlett
Packard's half-baked UEFI implementation to boot all the OSes I
want.

That'd be a lot better than relying on fragile legacy booting from a
GPT-formatted disk.

Exactly — the root of your trouble here isn't really GRUB at all, it's the awkward handshake between

HP's quirky UEFI and your multi-boot GPT setup.
Right now you're stacking two layers of fragility:

* Legacy BIOS boot from GPT (which is already a “this works until it doesn't” situation),
*  GRUB's “only show menu when it feels like it” default.

A more stable setup would be:
1. Switch to proper UEFI boot for all OSes
= Even if HP's UEFL is flaky, you can usually tame it with a combination of:
* Sefting Bootorder with efibootmgr (Linux)so Fedora, Haiku, etc., are all first-class
citizens.
* Ensuring each OS hasits .efi loaderin \EFI\<0s>\ plus a copy in
\EFI\Boot\bootx64.efi as a fallbac’ |,
2. Install GRUB in EFI mode (not legacy)

I did have rEFInd installed on there. The complication seems to be
that HP doesn't properly support EFI variables; which was leading
to the installers of _some_ OSes to fail when trying to install the
bootloader; even though the installation process was largely
successful.

Ah — yep, that’s the classic HP "UEFI but only in the most begrudging sense” problem.
On a lot of EliteBooks from that era, the firmware will:

* Pretend to support EFI variables, but lose them after a reboot or firmware update.

* Ignore efibootmgr changes unless they target the fallback path ( \EFI\Boot\bootxe4.efi ).

* Sometimes hardcode its boot to only load bootxe4.efi from the EFI System Partition (ESP) — no

matter what BootOrder says.

That explains why rEFInd worked for you — it doesn't need EFI variable support if you just plant it in
the fallback location.
A trick that usually works on stubborn HPs is:

1. Put your preferred boot manager (rEFInd or GRUB EFI) as the fallback loader

= Copyitto:

bash =) Copy code
/EFI/Boot/bootx64.efi

* This is the "if all else fails” file the firmware will run.



Exhibit E: Breaking Bootvars
R UEFI| Boot Mode

The Observation

Warning

The "UEF] Boot™ option on this system is provided for development
purposes only and is currently NOT fully supported or warranted by HP.

AT e chmad el

Warning

* Scary warning when enabling UEFL |~ = @ @@ ik

is currently NOT fully supported or warranted by HP.
purpases only and is currently Z
Preboot Authentication and Drive Lock are currently NOT supported under the UEFI Boot mode

* Installing OS in UEFI mostly WOrKsS, o cting oo Auhenicoion and v ook bforsenaeling UEF Bt on s sy
but can fail when setting bootvars

 HP ignores bootvars that are set

' Please Select -

* CSM cannot be disabled ot book LSRR Al (BF)

I.I:L'_l-l*hrnur (UEF])

* "“Boot From EFI File” is the only reliable L
. {5 Bool Manager
way to EFI boot external media e EFTFilG
Notebook Hard Drive

Heiilln i s disabled before proceeding.
rootésilverfish:"# grubZ-install --target=xB6_64-ef i --efi-di - P :
Installing for xB6_6d-efi platform. = woef-Eirectony/ hoot er) --boot Lo

Could not prepare Boot variable: No space left on device

grubZ-install: error: efibootmgr failed to register the -
sl R gister boot entry: Input/output error.




EXhibit F. Lo Triggering vevenis. ..

torwming ook [memdisk]
14 prunnivg hook [Cindrootl
Searching for block devices ...

HAHE SIZE FSTYPE LABEL
edeussda 465.8G

rdevessdal iH

rdevssdaz 1G extd

rdevssdald 195,36 btrfz  fedora_siluverfizhon
#devszdat 93,36 befz PleaseDontPanic
wdewrsdaS 56 vkat  HP_TOOLS

wieussdb 465,86

sdevsedbl  108M wiat

sdeussdb2 16H

Boot Fedora in EFI mode using s S i
vdouszdel 29,46 ufat  VENTOY

SystemRescueCD Zowsles i v [RRTER st

Checking for #sbinsinit on device ~deuvrssda ...
Checking for sshincinit on devies ~deurssdal ...
Checking for ssbincinlt on device ~dewssdaz ...
I d d n EFI bootloader Checking for sshin‘init on device +deussda3 ...
Insta r n a n a Checking for ~shincinit on device sdevssdad ...
L 19.495081] befs: (sdat): ag_shift disagrees with block=s_per_ag.
I 15.497647] befs: (sdad): ¢— befs find_key shin not found
— _— L 19.4377207] befs: (sdad): <— befs_bires_find Eey sbin not found
W Checking for ssbinsinit on device ~deurssdaS ...
\ ( ; ) / Checking for #sbincinit on device sdeussdb ...

— _— 19.7434982] EXT4-f= (=dbl: UFS: Can't find mxtd fillesy=ten
13.743767]1 EXT4-f= (zdb): UFS: Can’t find extd Filesysten
13.743B821 EXT4-f= (sdb): UFS: Con’t find extd Fllesysten
19.7940421 bels: (sdb): inuvalid nagic header
13.744218]1 FAT-f= (=zdb): bogus number of reserued sectors
Checking for sgbininit on device /doursdbl ..,

Checking for #sbhinsinit on device /deu/sdb2 ...

[ 8 19.762664] EXT4-fz (sdb2): UFS: Can’t find sxt4 filesysten
[ 13.762839] EXT4-f= (sdb2): UFS: Can’t find extd £1lesysten
[ 19.7629941 EXT4-fg (=dbZ): UFS: Can't Find extd filesysten
[ 13.963149] hefs: (sdb2): invalid magic header

[ 19.763238]1 FAT-f5 (sdb2)! bogus number of reserued sectors
Checking for ssbinsinit on deviee ~doursdby ..,

Checking for #sbincinit on device ~deurssdnd .,

Checking for ssbincinit on device ~devwssdc ..,

[ 13.871131) EXT4-fs (sdc): VFS: Can't find extd filesysten
[ 13.8724421 EXT4-f= {sde): UFS: Can't find extd filesysten
[ 19.8735711 EXT4-f= (sdc)! UFS: Can't find extt [llesysten
[ 19,874731] befss (sdc): Inualid magic headep

L 19,875925] FAT-fs (sdo): bogus nunber of reserved sectors
Checking for ssbincinit on device sdeursdcl 0

Checking for sshin-init on device rdeuwssde? L,

ERROR: Falled to £ind ,sbln-inlt an any block device, cannot continus

=h! can't access tiy! Job control turned off
lrootfs ~14 _

==

Profit




Exhibit G: Kernel Out-of-Body Experiences

The Reality

After much ado, Wayland boots

But no mouse, no WiFi

Switch to VT, realise half of PCI devices .
missing, fall back to wired Ethernet "’ Jrece; .

"
Download & install GRUB EFI and rEFInd |
P - \

-directory=/bootsefi --bootloader-id=Fedora

rootlsilverfish:"# grub2-install --target=xB6_pd-efi --efi
Installing for x86_64-efi platform.

grubz-install: error: This utility should not be used for EFI pl ' ecure

Make sure Secure Boot is disabled before proceeding. B o T e S ERE S eI
rootbsilverfish:"# grub2-install --target=86_64-efi -
Installing for xB6_64-efi platform.

Could mot prepare Boot variable: No space left on device

grubZ-install: error: efibootmgr failed to reqi the .
rootBsilverf ish:~g tmg gister boot entry: Input/output error.

-ef i-directory=/bootsef i --bootloader-id=Fedora --force



Exhibit H:

Bootloader Hide-and-Seek

sdevwrsdbl on s/bootrefi type viat (rw,
Dude, where's my bootloader? sdevwrsdaZ on s/boot tupe extd4 (rw,rel:
rootBsilverf ish:™# umount sdevrssdal
Dude, there’s your bootloader umpunt: sdevs/sdal: not mounted.

rootBsilverfish:"# umount ~devrssdbl
How did it get there, Dude? umount: /boot/efi: not mounted.

rootBsilverfish:™s
Dude, we were so messed up

last boot smmt/sdb1/EF]:

Boot Fedora Microsoft

rootiésysrescue ~ I8 rm -rf /mnt-sdbl/EF1-{Boot,Fedora}
[root@sysrescue ~1# v smntssdaZ- el i/EF1 /mmt =sdbl-

m: inter-device move failed: '/mmtssdaZ-sef i EFI' to "/mntssdbl

2 [root@sysrescue “1# ls /smnt/sdarsef 1/
[rootRsysrescue ~1# mnt/sdaZsef i /EF 1= tssdbl/EF
;ﬁﬂﬂtgiﬂsrwe -18 1s :mtxs:l:zx:ffxm:;mdf;mpz?l L EF1/ mach_kernel System/
&Thfjiﬁ:;:l System [rootBsysrescue ~1# ls /smnt/sda2/ef 1/EFI
BOOT fedora refind tools
smt =dbl/EFI:

BOOT fedora Microsoft refind tools [rootB@sysrescue " I _



Exhibit J: Ignoring EFI Fallback or /sbinsinit on device .
| 19. - EXT4-Iz (adbZ2): UFS: Can"t J'I-.||| |:-‘|.-'! J|||'l|'.1|r":

I 3 EXT4-T= (sdb2): UFS: Can"t Find extd rllesys
= J [ 1 0] EXT4-fz (sdb2): UFS: Can't Find sxtd [l lesyston
F I r mwa re FO re n s I cs [ 195331511 befs: C=db2): invalld magic header
I 19.533301]1 FAT=Mz (=db2): bogus number of reseruved sectors
Checking Tor #shinsinit on device ~deursdbd ...

Checking Tor #sbinslnit on device ~deuwssdbd ...
Checking Tor #sbinslnit on device Adeussdc ...

rEFInd - Booting 0S5 GRIB version 2.12 [ 19.635176] ENT4-f= C=ded: UFS:! Cam't Find extd 7llesyztes
| BASH 15t ted. F the g T Eg—T— o Comm 11 e | 19.6357791 EXT4-f= (sdc): UFS: Can't Find extd llesystenm

Minimal S like line editin is ou orted - or - irs rd - sits pooss ] wsmand comaplet ions . Aomp ; = =

TAB lists possible device or l;i Ie r“.n::-:lntinnr,. To cmable less(l)  like paging. “set pager=17 [ 13.636333]1 EXT4-Fs (=dc): UFS: Can't Find extd [llesysten

I 196369671 befz: (sdc)d: lovalld magic beader
I 19.637556] FaT-z (sdc): bogus mumber of rescrued sectors
p— Checkivg for ssbinsinit on device ~deussdel ..
Checkivg Por ssbhinsinit on device ~deussdcE ...
ERROR: Falled to find ~zbincinit on any block device, cammot continee
jsh: cam®t access tiy: job control turned off
Lrootfs ~18 mount -0 subvol=root <devssdad new_root

EFI Bootvars are either ignored or broken R

Install rEFInd to fallback path 573001991 M nan Weuloti-Tackand W £ ehack Sotp Ao, i
(<ssd>/EFI/BOOT/BOOTX64.EFI)

ﬁ}ﬁlﬁ% EH:.I;I:.I;E:EEMM Hewleti—Fackard HP EliteBook BSG50p-1616, BI
Set bootorder “Expansion Bay (UEFI)” then
“0OS Boot Manager”

ing load options

7. 10Z629]  <TASE>

TP A Z]  dwep_stack_lul+0xSd gl

97.105189]1 panics@cliB-Zdb

FF.A06359]  do_exit.cold«0xiS 058

TF.A0TEET]  do_group exitedxZd s

FF. 1086851 _ xbd_sys_ex it_groupelx 180
GF.16304E] =l _sys cal lefxldbd-owidch

7. 1118831  do_syseal 1G0T et 50

FF.A1Z1T5] T syscall_exit_to_user_podes@x37 0x1cl
FFAITEH] T do_syscal |_bd+BxH x50

O 1145391 7 syscall_exit_to_wpser_sodes0ed7odwicd
71157361 T do_syscal |_Gd+EBuB 70150
7. 116903] T __xfd mys ri_sigections@xlibetcldd
° ° ° ST A1R1E9] T syscall_exit to_user mode+«0c370x1cd
HP tries to boot rEFInd, fails, reboots into {EEEr iR aErr=

F7.1206131 T irgeniry_exit_to_user_node+0xZo0x1b0

Fr.1Z1659]  entry SYSCALL_64_alter bwframs«0xT6.0xTe

9712290911 RIF: 6930 o TSBadcBOi6a

I7. 1241181 Code: £F 64 89 82 eb of 67 =8 46 14 04 00 66 OF if 44 90 00
o o0 o 00

7. 1270600 RSF: 002h 0007 Mc3aleSci® EFLAGS: MOO0O202 ORIG_RAK! 60000

971286351 RAN: FEFECECPECICTfda REN: O0DOGDed0BEZT704 RCX: OODOTSEdad

971362701 ROX: 00DOGOe40BEZ7Za0 R3I: FOFCCECETIECIT08 RDI: OOOGHHMHGH

971318871 REF: 0ODOBODOODODODOI ROE: OODOTElcialeSded ROD: ODOG?Iicia

97 130415] Rid: oo00000000000000 Ril: SO000000000000Z0Z R1Z: DOOMOOHDND

T AFEE] F13: 000000000000006Z Rid: G0007EO4addrdooe R1S: 0O00G0e3ds

971366051 LATASES

T 13T Kernel 0ffset: 0xSe00000 from OxCPfEETFTO1000008 (relocatio

F7.10045]) —=[ end Kernel panic = pot syncing! Attespted to ki1l init

Windows on the same ESP

Manually booting rEFInd works

[ —————— T e Lk L L L ]



Exhibit K: Ignoring ESP Markers

HP_TOOLS Experiment (Pt. 1)

xbootldr - BC13C2FF-59EG-4262-A352-B275F0

Try tO repurpose "H P_TOOLS" at end Of HDD aS ESP Partition type or alias (type L to list all): 1
Changed type of partition 'Microsoft basic data’' to "EFI System

— Install rEFInd to “/EFI/BOOT/BOOTX64.EFI” o

Disk /dev/sda: 465.76 GiB, 509107862016 bytes, 976773168 sector:
Disk model: WOC WDS@@QBPKT-6

— Firmware ignores it (not in bootorder selection) and |t
. . . Sector size (logical/physical): 512 bytes / 4096 bytes
continues booting Windows

I/0 size (minimum/optimal): 4996 bytes / 4896 bytes
Disklabel type: gpt
Disk identifier: EDATAF@3-146C-4152-9364-178258A72AET7

Use partitioner to “bless” HP_TOOLS as a real ESP

fdevisdal 2048 4995 2048 1M EIDS boot
idevisdaz2 4096 2101247 2097152 16 Linux extended boot

- F|rmwa re St|” Stubbornly refuses to aCkn0W|edge |t :d:-ufs.daat 2101245 411701247 409600000 195.3G Linux filesystem
| /devisdad 411701248 412725247 1224008 508M EFI System
| .
Shrink from 5GB to 500MB? paretios st i O
Device: /dev/sdas

~ Mochangen behaviour "o i
Rename from “HP_TOOLS" to “ESP_HPTOOLS"? o s

Size: S500M
Type: EFI System

Type-UUID: C12A7328-FB1F-11D2-BA4B-00ARCO3ECO3E
UUID: SE92EEF9-BSDE-4923-992C-830EG1FAATID
Name: EFI System Partition

— Completely indifferent

| Comsand (m for help): w
! The partition table has been altered,
Syncing disks




Exhibit L: Vendor Favouritism

HP_TOOLS Experiment (Pt. 2)

* Rename “HP_TOOLS"” to “ESP_HPTOOLS"”
~ Breaks connection to HP diagnostics
Still refuses to enumerate HDD as an EFI boot candidate =
* Copy ESP contents from SSD into “ESP_HPTOOLS", pull SSD |
Firmware still refuses to acknowledge it as boot option
No problem finding Windows Boot Manager, though
* Rename “ESP_HPTOOLS"” back to “HP_TOOLS"”
Same result, but tools work
Remove Windows Boot Manager from “HP_TOOLS"”, masquerade rEFInd as bootmgfw.efi
~ Finally, rEFInd boots by default

Chaos theory: Reinstall SSD to expansion bay, with authentic ESP and Windows
bootloader




Exhibit M:

Current Situation

 "HP_TOOLS"” resides as first partition of first disk, as an ordinary
“msftdata” partition

- Contains rEFInd at “/EFI/Microsoft/Boot/bootmgfw.efi”
- Contains HP Tools at “/Hewlett-Packard”

* "EFI_SYS” is next partition, tagged as real ESP
- Contains all OS bootloaders, including Windows

* Firmware doesn’t care about special flags or partition names; just
boots the first “bootmgfw.efi” from the first FAT32 partition it sees



Exhibit OMG:

WiFi Woes

)/ 050 [dwl

3 it link2 binfme_mise winput xfeomm snd_seq_dummy snel_|
----- 04 | . interruntlinkl ] _conntrack_broadeast nft_fib_inet nfe_fib_ipva nft_fib_ipve nf
0d.; &1 o interruptlink2 reject_ipvd nf_reject_ipvé nft_reject nft_ct nft_chain_nat nf_nat nf_ r
041000 arruptlinkd o datal nf_tables qrer uhid bnep btush uvevideo uve videobuf2_vmalloc uml
):04:00.0 I ¢ 377 il N won | dataz L obuf2_v412 htintel videobuf2_common bthem videodev btmtk me bluetooth intel_
)104:00.0: [ 409 iulwiti acaa 24:00.0: Cxcaamau | 1line v intel_rapl_common x86_pkg_temp_thexrmal intel_powerclamp coretemp kvm_intel snd_ctl_le
9 | 000:04:00.0 [ ;090_1304291 iwlwifi 0000:04:00.0; 0x00417944 | beacon time _codec_idt snd_hda_codec_generic snd_hda_codec_hdmi snd_hda_intel snd_intel dspcfg snd_intel
59, 600824] 104:00.0: dx [ 4090.130441] iwlwifi 0000:04:00.0: BXEQFD4GSE | tsf low _acpi snd_hda_codec kvm snd_hda_core irgbypass vfat mei_wdt fat mei_pxp mei_hdcp iTCO_wdt intel
9.609825] if 104:00.0: 0x [ £090.130432] iwlwifi 0000:04:00.0: 0x00009078 | 5% hi pac_bxt iTCO_vendor_support rapl iwldvm mac80211 snd_hwdep snd_seq libarcd snd_seq device snd_pc
[ 4089.699326) 104:00,0: [ 4090.130443] iwlwifi 0000:04:00.0: 0x008002F3 | tine gpl o iwlwifi snd_timer snd intel_cstate hp_wni cfgee211 intel_ur:lcnre pla!:'fom_pmfile soundcore pcs
[ 4089.699828] iwlwifi 0000:04:00.0: 0x0000054F [ 2090.130444] iwlwifi 0000:04:00.0; 0x0001CES7 | time gp2 phr mei_me wni_bmof lpc_ich mei pfkill hp_accel quickstart lis3lve2d joydev ! -
[ 4080.609829] iwlwifi QOQ0:04:00.0; xDODCLECL 2 [ 4090.130445] iwlwifi 0000:04:000: 0x00000008 | time gp3 [ 4000.154406] sparse_keymap sq shfslloop zram lzdhc_compress 1z4_cumpfess sdhei_pci sdhci_uhs
[ 4089.699830] iwlwifi 0000:04:07.0: 0x00000000 | t;ra ap3 [ 4090.130446] iwlwifi 000:04:89.0: 0x7543124B | uCode version 2hpulyval_flau1ni sdhei ghash_clmulni_intel §h5512~,§ssa3 shal_?sses cghei mme_core elddde tpm_in
[ 4089.699831] iwlwifi 0000:04:00.0: 0x754312A8 | uCode version [ 4090.130448] iwlwifi 0000:04:00.0: 0x200002B | hw version fineon serio_raw radeon drm_ttm_helper ttm \rxd?o wmi tzi:rluxgl: JZF_algﬂ_bit d?m_sELhallncthelper d
[ 4089.699832] iwlwifi 0000:04:00.0: x00000080 | hw version [ 4090.130449] iwlwifi 0009:04:00.0: 0x00488700 | board version u_display_helper cec sunrpc iscsi_tcp libiscsi_tcp libiscsi scsi_transport_iscsi fuse i2c_dev n
[ 4089.699833] iwlwifi 0000:04:00.0: 0x00488700 | board version [ 4090.130450] imlwifi 0080:04:00.0: 0x0003001C | head fnetlink
[ 4089.600835] iwlwifi 000:04:00.0: 9x001A001C | homd [ 2090.130451] iwlwifi @000:04:00.0: BxA7863004 | is10 [ 4099.154451] CPU: 3 UID: @ PID: 38 Comm: kworker/3:@ Not tainted 6.16.7-200.fc42.xB6_64 #1 PRE
[ 4089.699836] iwlwifi 0000:04:00.0: OXAFEG3008 | 1s10 [ 4990.130452] iwlwifi 0009:04:00.0: 8x01818008 | isrl ERPT(lazy)
[ 4880.699837] iwlwifi G@09:04:00.0: 8x1141C000 | isrl [ 4p90.130453] iwlwifi 0000:04:00.0: 9x0000061A | is12 [ 4090.154456] Hardware name: Hewlett-Packard HP EliteBook 856@p/1618, BIOS G68SCF Ver. F.67 02/1
[ 4089.699838] iwlwifi 0000:04:09.0! 0x00@BOFLA | isr2 [ 4890.139455] iwlwifi @000:04:00.9: 0x014760C0 | isz3 3/2018
[ 4089.699839] iwlwifi 0000:04:00.0: 0x014788C0 | is13 [ 4990.130456] iwlwifi 0E0:84:00.0: 0x00800000 | isrs [ 490.154459] horkqueue: events iwl_trans_reprobe_wk [iwlwifi]
[ 4089.699848] iwlwifi 0000:04:00.0; 0x00000000 | isrd { 4090.138457] iwlwifi BE00:04:00,0: 0xB018110 | isr_pref [ 4890.154497] RIP: 0810:iwl_trans_wait_tx_queues_empty+@x40/0x50 [iwlwifi]
[ 4p89.600841] iwlwifi 0P@0:04:00.0: 8x10018112 | isr_pref [ 4090.130458] iwlwifi 0000:4:00.0: 0x60023098 | wait_event [ 4090.154529] Code: 66 48 ff ff 80 3d 6e 1b 24 00 08 74 @a b8 fb ff ff ff 3 cc cc cc cc 48 7
[ 4089.699843] iwlwifi 0000:04:00.0: 0x00823098 | wait_event [ 4990.130450] iwlwifi ©00@:04:@9.0: 0100084288 | 12p_control ¢7 3d 82 fe c@ c6 85 54 1b 24 99 01 eB do c6 04 db <8f> ob eb df 66 66 2e of 1f 84 o0 00 00 00 @
[ 4B89.600B44] iwlwifi @@@0:04:00.0: 0x008800C4 | 12p rontrol [ 4090.13p460] iwlwifi 0000:04:00.0: 040000002C | 12p_duration 0 30 90 90 50 90 90 90
[ 4080.609845] iwlwifi 0000:04:00.0: 0x00008598 | 12p_duration [ £090.130461] iwlwifi 0000:84:00.0; 0x008003BF | 12p_mhvalid [ 4090.154532] RSP: 0018:ffffd0e30919b800 EFLAGS: 00010246
[ 4889.609846] iwlwifi 0000:04:20.0: 0x00000007 | 12p_nhvalid [ £000.130462] iwlwifi 00DD:04:00.0: 0x001054F0 | 12p_addr_natch [ 4000.154535] RAX: 0000000000000800 RBX: ffff8984c70fa0e0 RCX: @00ERORAGADER027
[ 4089.699847] iwlwifi 900D:04:00.0: 0x00181042 | 12p_addr match [ 4090.130464] iwlwifi 0000:04:00.0; 8x08000015 | lmpn_pmg_sel [ 4099.154538] RDX: ffff89s7eddocfss RSI: @BPABOEREBRAORR] RDI: ffffe387eddacfsn
[ 4089.699849] iwlwifi 0000:04:00.0: 0x00000015 | Lmpm_pmg_sel [ 4090 130465] iwlwifi AAER;04:00.0; 8x26061222 | timestamp [ 4009.154540] RBP: 00POOROORRFfdef ROB: DBOBO0R000A0000 ROI: FFffdoe30013b6al
[ 4089.699850] iwlwifi 0000:04:00.0: 0406061222 | tinestamp [ 4000.130466] iwlwifi 0000;04:00.0; 0x00003848 | flow_handler [ 4000.154542] R10: FEFFFFFf9e339808 R11: 0O0RORRRFFFFdfff R12: ABOLAORERDNDODD
[ 4089.699851] inlwifi 0000:04:00.0: 0400002028 | floa_handler [ 4000.130550) iwlwifi 0000:04:08,0: Start IWL Event Log Dump: nothing in lag [ 4090.154545] R13: 00DDOAR000ODRR00 R14: 0080BREO0RBARART R15: ffffsondc7ofssne
[ 4089.699934] iwlwifi 0000:04:00.0; Start IWL Event Log Dump: nothing in leog [ 4090.130587] iwlwifi 0080:04:00.0: Device error - reprobel [ 4900.154548] FS: @00A0AAAAABA00(0AAR) GS:fFfFfE9884ebdfane(0000) knlGS:0000000000000000
[ 4029.609970] dwlwifi 0000:04:00.0: Davice error - Sif reset [ 4090.135687] iwlwifi @0@O;04:00.0: Connand REPLY_LEDS_CHD failed: Fi Error [ 4090.154551] CS: 0010 DS: 0000 ES: 0000 CRO: 00000DO0BONS0033
[ 4889.711660] ieeeB0211 phyd: Hardware restart was requested [ 4690.135780] iwlwifi 009@:04:00,0: Command REPLY_LEDS_CMD failed: FW Exror [ 4p90.154553] CR2: @@OO55910a674018 CR3: 0000RE02a8dfcPOE CR4: 00REBOORRODE2GTO
[ 4069.716031] iwlwifi 0890:04:00.8: Radio type=0x1-2x2-0x0 [ 4099.152053] wlol: deauthenticating from ee;48:b8:9b:76:29 by local choice (Reason: 3=DEAUTH.L [ s99p. 154556] call Trace:
[ 4090.001023] iwlwifi 0800:04:00.0: Radio type=@x1-0x2-8x0 EAVING) [ 4090.154560] <TASK>
i

[ 4899.136223] iwlwifi BO00:04:88.0; Microcode SW error detected. Restarting 0x2000000 [; 4p99.154185] iwlwifi 9P@0:@4:00.8: Command REPLY_IXFIFD_FLUSH failed: FW Error 4890.154563]  iwlagn_mac_flush+8xad/0x170 [iwldvm]



Exhibit P: Maliciously Disabling Hardware

HP Firmware - The Gift that Keeps on Giving

* Of course HP's 2018
firmware rejects HP’'s own
OEM-approved genuine
replacement part, on sale
since 2013

i
B

The systern hos detected thot o Wireless module instolled in the system is
not supported and disabled it.

WILAN Module ID (702)

ENTER - Conlinue Startup

* Because, why wouldn’t it?

« Why would anybody want |
a 7260HMW when they E
can have a Centrino 6205
with broken drivers?




Exhibit S: UEFI Booters

But, Can it Run DOOM?




g . . EF1 Shell version 2.00 [10Y96.1]
Exhibit T: Subverting SMM for Frivolous Features nde 1.1.2

Device mappimg Lable

fs0  :HordDisk - Alias hd29a0al blkO

[ )
But. Canit Run DOOM?
' ° I's1 HardDisk filias hd29aba? hlkl

PeiRoo L (0200 /P i (01F, 0x2) /2/HD (2, GPT , 3077109D-E727-409C-D119-ECI7AG

blk0 :HardDisk - Alias hd29a0al fsO

Peifoot (0x0) /Pei (Ox1F, 0x23 /1AHD €1, GI'T , 10906382 - 1680 -1CBE -N21F-H 18E20

blkl :HardDisk - Alias hd29aba2 [s1

blk2 :HardDisk - Alias (null)

No. Even demons tremor at the bIK3 -HardDisk - Alias Grull)
horrors of HP's mutilated Insyde blke :HardDisk - Alias ¢wulD

PciRoot (0x0) /Pci (Ox1F, 0x2) /7/HD (2, GPT , 3077109D-E727-489C-B1B9-ECIVAE:
I'ciRoot (0x0) /Pci (Bx1F, 0x2) /7/HD (3. GPT , 32D20690 -D6I6-4947 -ADS5 -055060:
PciRoot (0x0) /Pci (Bx1F.0x2) /2/HD (1,GPT . 2C2DEA76-1F50-42B9-BD2E-DIB6AC.

PciRoot (0x0) /Pci (0x1F ,0x2) /7/HD (3. GPT . SEBFBFC2-E4CF-40A7-B1AE-66F6 76

BIOS blkS :HardDisk - Alias (oull)
PciRoot (0x0) /Pci (Ox1F,0x2) #7/HD {4, GPT ., 6A426A5A-DB5B-4E42-B1FE-FDFCORE

blk6 :BlockDevice - Alias (null)
PciRoot (0x0) /Pci (Ox1F.0x2) /7

HP's priority isn’'t bOOting your 0OS blk? :BlockDevice - Alias (null)

PciRoot (0x0) /Pci (Ox1F,0x2) /7

Bob wants a Bonus: so bundle in:

'ress ESC in 1 seconds to skip startup.nsh. any other key to continue.
Shell> blko:

An offline PIM EFI app (QuickLook) b1K0:\> cd \EFI\tools

h1k0 :\EFI\tools> doom.efi

An instant-on OS (QuickWeb, aka -/doowluad
SplaShTOp) rqurents: doom.efi.

DOOH Shareware Startup vl.10
_Init: allocate screens.
_LoadDefaults: Load system defaults.

An SMM calendar that replaces the — AEgaEE=bprEyT,
Windows boot screen (DayStarter) :

adding ./dooml.wad

Shareware!

M_Init: Init miscellaneous info.
RInit: Init DOOM refresh daemon -
R_Init_



Exhibit U: Partners in Bootcrime

Thank You!

Brendon Green and ChatGPT-5: P ers in Bootcrime



